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**** START OF CHANGES ****
……
7A 
Security for trusted non-3GPP access to the 5G core network

7A.a
General
Security for trusted non-3GPP access to the 5G Core network is achieved when the UE registers to the 5GC via the TNAN. During this procedure, the UE authenticates with the TNAN using the EAP-based procedure similar to the one used with the registration procedure for untrusted non-3GPP access.  The TNGF terminates the EAP-5G signalling and behaves as authenticator when the UE attempts to register to 5GC via the TNAN.

The AMF delivers a unique key KTNGF to the TNGF. This key is used by the TNGF to generate a new key KTNAP, which corresponds to the Pairwise Master Key (PMK) used in trusted WLAN access. This key is used by the UE and TNAP to derive security keys required to protect messages between them. All messages between UE and TNAP are encrypted and integrity protected.

At the end of the UE’s registration to 5GC, an IPSec SA is established between the UE and TNGF. This is used to protect NAS messages between the UE and TNGF. The security relies on Layer-2 security between UE and TNAP, which is a trusted entity. The IPSec is used with NULL encryption and only provides integrity protection for the user plane and signalling. Separate IPSec SAs may be used for NAS transport and PDU sessions.
The main advantage of using IKEv2/IPsec is that it makes the solution for trusted non-3GPP access almost identical with the solution for untrusted non-3GPP access specified in TS 33.501 [3]. Thus, the UE can use the same protocols and procedures for both trusted and untrusted non-3GPP access and the TNGF can become very similar to N3IWF.
**** END OF CHANGES ****
